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Abstract

The research presents an interpretable framework which detects anomalies in IoT tem-
perature time-series data with low complexity for use in edge environments that lack
resources. The proposed solution uses three traditional statistical filters which include
Hampel and Interquartile Range (IQR) and Z-Score to build an agent-assisted decision
layer which selects the best method through a multi-criteria cost function. The framework
runs tests on a structured synthetic dataset which contains seven different anomaly tests
and on an actual IoT dataset which was gathered from eight separate sensor points. The
researchers use standard anomaly detection metrics which include precision and recall and
Fl-score and false positive rate to conduct their complete evaluation. The proposed method
is tested against two machine learning baseline methods which are Isolation Forest and
One-Class Support Vector Machine (OC-SVM). The results show that the agent-assisted
method achieves detection results which match industry standards while showing high
interpretability and low processing needs. The framework demonstrates its ability to
function in actual IoT environments through its use of authentic real-world data, and also
basic statistical techniques together with an adjustable decision system create a strong and
understandable method to detect anomalies in IoT sensing systems.

Keywords: Internet of Things (IoT); time-series anomaly detection; statistical anomaly
detection; Hampel filter; interquartile range (IQR); Z-score; interpretable anomaly detection;
sensor data monitoring
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Detection of anomalies serves as an essential element which supports the entire IoT
data processing system. The deployment of anomaly detection systems needs to establish a
detection system which can identify anomalies while safeguarding important signals and
it should operate with minimal processing requirements which are appropriate for edge
and embedded systems. The IoT monitoring field still finds classical statistical methods
attractive despite the emergence of advanced machine learning methods because these
methods offer high interpretability and strong performance and they require minimal
computational power. Edge computing paradigms have emerged as a key solution to
address latency and computational constraints in IoT systems [1-4].

Multiple real-world applications use IoT temperature sensing systems in cold-chain
logistics which need to maintain specific temperature ranges such as for food and phar-
maceutical safety, smart buildings which use temperature monitoring to improve energy
efficiency and resident comfort, and industrial settings which need to detect equipment
problems through temperature monitoring. Existing systems require dependable methods
to discover irregularities which maintain their ability to operate under multiple environ-
mental circumstances. The field of anomaly detection has developed new techniques which
combine statistical methods with deep learning methods according to research studies
which show the benefits and drawbacks of each approach [5-9]. Sensor-based systems rely
on time-series anomaly detection which researchers consider an important research area [9]
while deep learning techniques handle challenging tasks in complex settings according to
results from their implementation [5,6]. The public continues to prefer traditional methods
because they provide clear understanding and require less processing power according to
research findings [8].

To solve these problems, the paper presents a framework which enables researchers
to conduct comparative analyses while detecting anomalies and repairing signals in IoT
temperature time-series data. The system integrates statistical filters with a decision-making
component which determines the best solution based on various performance metrics.

The system requires less manual adjustment work because it maintains both signal
quality and the ability to understand results. All components of this study including the
dataset used in the research are accessible to the public which enables others to reproduce
and reuse the study results [10,11]. The research establishes a unified testing system which
allows for simultaneous assessment of multiple statistical detectors because previous stud-
ies only tested individual detectors. The research adopts three primary components which
include a multi-scenario IoT temperature dataset that represents various anomaly patterns
and a systematic assessment of different statistical filters. Rather than being an agent of
reinforcement learning, it should be seen as an interpretable rule selection mechanism. The
study used established statistical methods, yet its primary achievement resides in creating
an evaluation system that enables transparent assessment of IoT temperature monitoring
systems. The proposed architecture combines several statistical detectors into a flexible data
processing system which employs a simple decision system that chooses the best detector
based on the specific anomaly patterns detected in the signal. Research presents a complete
synthetic dataset which simulates actual IoT anomaly detection scenarios, thus providing
researchers with a tool to conduct controlled tests and verify their worry detection methods.
The proposed framework offers essential requirements for IoT edge deployments through
its three core features because it needs to show results in a way that users can understand
and reproduce its work while maintaining low operating demands.

The detection of temperature time-series anomalies through IoT sensing systems
remains difficult because temperature signals experience different types of disturbances
and researchers have not developed effective methods that can adapt yet still provide clear
explanations. Researchers prefer classical statistical filters because these filters offer easy
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application and require minimal processing resources although their effectiveness depends
on how the actual signals behave. In this context, authors developed an interpretable
system which unites various statistical filtering techniques through a financial decision-
making system to overcome existing constraints. The system determines which filter to
use by assessing the condition of the signal through integrity metrics which allows the
system to modify its operation while maintaining clear understanding of its functions. The
main contributions of this work are: (i) a structured multi-scenario dataset for systematic
evaluation, (ii) a comparative analysis of statistical filters under diverse conditions, and
(iif) an agent-assisted decision mechanism for adaptive filter selection.

The remainder of this paper is organized as follows. Section 2 reviews the related
work on statistical and machine learning approaches for time-series anomaly detection.
The proposed anomaly detection framework together with its statistical filtering methods
are presented in Section 3. The dataset generation process together with the experimental
scenarios are explained in Section 4. Section 5 presents the results of the experiments
together with the findings from the comparative evaluation. The paper ends in Section 6
which summarizes the content and provides recommendations for upcoming research.

2. State of the Art and Related Works

This section presents the current state of the art in Section 2.1, and in Section 2.2 are
some related works about the topic of study.

2.1. State of the Art

Anomaly detection in IoT temperature time-series data is a fundamental preprocessing
task in automated monitoring systems, where sensor readings directly influence control
actions, alarm generation, and compliance verification. In long-term deployments, temper-
ature sensors are frequently exposed to impulsive noise, gradual drift, sensor degradation,
and non-Gaussian disturbances, which significantly limit the effectiveness of conventional
threshold-based approaches.

Despite these challenges, statistical methods remain widely adopted in this context
due to their low computational requirements, predictable behavior, and transparent deci-
sion logic. The development of robust statistics strengthened this position by promoting
estimators that explicitly limit sensitivity to extreme values and heavy-tailed distribu-
tions [12]. As a result, median- and quantile-based measures are particularly suitable for
IoT environments, where even a small number of outliers can severely distort mean- and
variance-based estimators.

Among statistical filtering techniques, Hampel filter is well known for its robustness
and suitability for real-time applications [13]. IQR-based detection relies on non-parametric
bounds derived from exploratory data analysis principles, offering distribution-agnostic
behavior that is especially useful when the underlying signal statistics are unknown or
time-varying [14]. Z-Score-based detection remains a common baseline due to its simplicity
and ease of implementation; however, its performance is strongly dependent on variance
stability and near-Gaussian assumptions, which are often violated in real IoT scenarios [15].

Beyond algorithmic considerations, there is a growing demand for trustworthy and
traceable data pipelines. Sustainability-oriented monitoring, as promoted by the United
Nations (UN) Sustainable Development Goals (SDGs), relies heavily on accurate and
trustworthy sensor data to support resilient infrastructures and responsible resource us-
age [16]. In parallel, emerging regulatory initiatives such as the European Union (EU)
Digital Product Passport (DPP) require auditable and verifiable data streams to ensure life-
cycle transparency and regulatory compliance across value chains [17,18]. In such contexts,
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anomaly detection mechanisms based on explicit decision rules are clearly preferable to
opaque or black-box solutions.

The authors established interpretability through their definition which enables users to
comprehend and elucidate how decisions are made during the process of detecting anoma-
lies and choosing filtering methods. The framework uses transparent statistical metrics
together with a deterministic cost function which includes components that have physical
significance to create its assessment framework while black-box machine learning models
maintain hidden operational methods. Researchers assessed interpretability through three
evaluation criteria which included transparency and reproducibility and direct connection
between input signal characteristics and chosen filtering methods.

2.2. Related Works

The methodological foundations of the statistical filters considered in this study are
supported by several well-established works. Hampel filter [19] was introduced by Pearson
et al. as an efficient and robust outlier detection algorithm suitable for real-time signal
processing [13]. Classical statistical approaches remain relevant due to their interpretability
and low computational cost [19-22], while recent methods rely on deep learning and
unsupervised techniques [5-9]. More recently, Roos-Hoefgeest Toribio et al. proposed
computational optimizations that significantly reduce the execution time of the Hampel
filter, further strengthening its applicability to embedded and IoT systems [23].

Z-Score-based anomaly detection has been applied in various time-series sensor con-
texts. Yaro et al. demonstrated its use in indoor localization by incorporating a robust scale
estimator to reduce sensitivity to extreme values [15]. Nevertheless, variance-based ap-
proaches remain vulnerable to non-stationarity and variance distortion under heavy-tailed
noise, limiting their robustness in long-term deployments.

Quantile-based approaches originate from Tukey’s [20] exploratory data analysis
framework, which laid the foundation for distribution-agnostic outlier detection meth-
ods [15]. These techniques are particularly effective when the underlying data distribution
is unknown or clearly non-Gaussian, a common situation in IoT temperature monitoring.

From an engineering and evaluation perspective, classical references emphasize the
importance of comparative assessment and multi-criteria analysis when selecting data pre-
processing techniques, rather than relying on a single performance indicator [24]. However,
the existing literature rarely provides openly available datasets that simultaneously in-
clude multiple anomaly regimes, reconstructed signals, and integrity-oriented performance
metrics within a single reproducible framework.

The field of time-series anomaly detection has advanced from traditional statistical
methods to machine learning techniques which enable the detection of intricate patterns
that fixed statistical methods cannot recognize. Unsupervised algorithms such as Isolation
Forest (IF) [25], One-Class Support Vector Machines (OC-SVM) [26], and local outlier factors
have been widely adopted for anomaly detection in high-dimensional and streaming data
environments. The approaches become useful in situations when there is a lack of anomaly
labels because this scenario occurs frequently in actual IoT systems which experience rare
abnormal events and possess limited ground truth information. Recent developments
in edge intelligence further enable the deployment of lightweight and adaptive anomaly
detection mechanisms closer to the data source [2].

Deep learning methods [27] now exist to model both the temporal dependencies
and contextual relationships present in time-series signals. Research includes Long Short-
Term Memory (LSTM)-based autoencoders, one-class neural architecture, and recently
developed diffusion-based models which function as tools for anomaly detection. The
complex datasets enable these methods to achieve high detection accuracy, but the methods
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need more training data and better computing power while becoming harder to understand
than simpler statistical detection methods. The system needs these features, especially
for monitoring environments that lack resources and for systems which demand quick
processing and understandable results.

Beyond classical statistical techniques, anomaly detection in time-series data has
also been extensively studied using machine learning and deep learning approaches.
Examples include IF, OC-SVM, and local outlier factors for unsupervised anomaly detection.
More recent approaches employ deep neural architecture such as LSTM autoencoders
and diffusion-based models to capture complex temporal dependencies. Benchmarking
frameworks such as Time-Series Benchmarking (TSB)-Univariate Anomaly Detection
(UAD) [28] provide standardized datasets and evaluation protocols for comparing anomaly
detection algorithms across diverse scenarios. The methods produce high accuracy for
detection but need extensive training data and high processing power which restricts their
use in IoT monitoring systems that have limited available resources.

Benchmarking initiatives help researchers identify which aspects of different anomaly
detection methods function effectively and which aspects exhibit limitations. The uni-
variate time-series anomaly detection methods which are evaluated through large-scale
testing prove that no single detection method can achieve superior results over all other
methods in every possible anomaly detection scenario. This research shows that signal
monitoring systems should use adaptive methods which select detection techniques based
on the monitored signal’s statistical properties. Temperature monitoring systems in IoT
environments need to consider these factors because their signals can maintain stable
behavior while experiencing sudden changes, slow changes, complete segment corruption,
or any combination of these patterns.

The literature provides multiple anomaly detection methods which include both
traditional statistical methods and machine learning and deep learning techniques. The
main features of different methods are presented in Table 1 which shows their ability to
explain results, their processing demands, and their effectiveness in monitoring Internet of
Things environments.

Table 1. Comparison of representative anomaly detection approaches for IoT time-series monitoring.

Method Category Interpretability Computational Cost  Typical IoT Suitability
IF Mach}ne Low Medium Moderate
Learning
OC-SVM Machine Low High Limited
Learning
LSTM Autoencoder Deep Learning Very Low Very High Limited
TSB-UAD . . . .
Benchmark Methods Mixed Variable Variable Evaluation Framework
Proposed Statistical and . .
Framework Decision Agent High Low High

This study addresses this gap by releasing a structured dataset, performing a compar-
ative evaluation of three statistical filters, and introducing an interpretable agent-assisted
mechanism for adaptive filter selection. Table 2 summarizes the related work and positions
of the present contribution.

https://doi.org/10.3390/ electronics15091840


https://doi.org/10.3390/electronics15091840

Electronics 2026, 15, 1840 6 of 35
Table 2. Summary of related works and positioning of this study.
Ref. Focus Method Key Limitation Contribution
. . . Comparative
[13] Real-time .outher Hampel filter Single-method multi-filter
detection focus .
evaluation
[20] Coml:?u.tatlonal Accelerated Hampel No multl—sc.enarlo Integra.ted into full
efficiency analysis pipeline
[15] Time-series outliers Z-Score and Sn Sens1t%ve to. Basehne und(.er
non-stationarity diverse scenarios
[14] Exploratory analysis IQOR bounds Not time-series Shdmg-wm@ow loT
specific application
[12] Robust statistics Theoretl.cal No IoT focus I"ractlcal data}set
foundation implementation
[27] Deep anomaly LSTM/neural Higher computational Captures complex
detection models complexity temporal patterns
Benchmark Multiple anomaly Not specific to IoT Prov1d?s
[28] . . . temperature standardized
evaluation detection algorithms o .
monitoring evaluation datasets
Hampel, IQR, Adaptive,
This work IoT temperature Z-Score and agent No real temperature interpretable
. sensors data .
selection selection

The recent surveys conducted in [29,30] demonstrate that research on anomaly detec-

tion for IoT networks and sensor networks has evolved into a significant research domain
which uses statistical techniques, machine learning methods, and Al-based systems to
solve problems. The research demonstrates that anomaly detection methods need eval-
uation through three specific criteria which include their accuracy performance, their
suitability for different application domains, their computational demands, and their
implementation limitations.

The methods together establish three different statistical approaches which include ro-
bust statistical methods, parametric statistical methods, and unsupervised machine learning
(ML) techniques to create an equal foundation for conducting comparative assessments.

3. Data Generation and Processing Methods

In this section, the methodology that was employed to produce, handle, and analyze
the IoT temperature dataset is detailed. The goal is to give an open and replicable account
of the entire data pipeline which comprises signal generation, anomaly modeling, statistical
filtering, and metric computation.

3.1. Overall Data Processing Pipeline

Figure 1 summarizes the complete processing workflow adopted in this study. The
pipeline follows a sequential and modular structure comprising data loading, anomaly
detection, signal reconstruction, metric computation, and visualization. All statistical filters
are applied under identical conditions to ensure fair comparison across scenarios. This
design ensures traceability from raw data to reconstructed signals and reported metrics,
supporting reproducible experimental evaluation. When the input file is ready, it is the
temperature time-series data that are loaded into a structured data frame comprising the
timestamp and temperature values. From here, the signal is processed in a series of three
statistical anomaly detection methods, namely the Hampel filter, the IQR filter, and the Z-
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Figure 1. Main pipeline of Unified Modeling Language (UML) activity diagram.

All statistical filters operate in parallel, each receiving the same original time-series
input signal. No sequential dependency exists between filtering nodes, ensuring a fair and
consistent comparison across methods.

3.2. Statistical Filtering Models

Three statistical filters are implemented to detect and repair anomalies in the tempera-
ture time series. Each filter operates on a sliding window and applies a different statistical
assumption regarding central tendency and dispersion.

To ensure a fair comparison, all filters employ consistent anomaly repair strategies.
Detected anomalies are replaced using local statistical estimators: Hampel filter replaces
anomalies with the window median, while IQR- and Z-Score-based detections are followed
by median-based local interpolation. This standardization ensures that performance differ-
ences arise from detection capabilities rather than reconstruction inconsistencies. These
methods are grounded in robust statistics and exploratory data analysis principles [19-22],
ensuring reliable performance under noisy conditions.

Hampel filter [13,14] is a resilient median-based outlier detection method. For a given
window W = {x;_y,...,xj,...,Xj1r}, the central tendency is estimated using the median:

m; = median(W) 1)
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The dispersion is estimated using the Median Absolute Deviation (MAD):
MAD; = median (| x; —m; |),x; € W )
An observation x; is classified as an outlier if
| x; —m; | > a - MAD; (3)

where « is a tunable threshold parameter. When an outlier is detected, the value is replaced
by the median m;, resulting in a repaired signal that is less sensitive to extreme deviations
while preserving the local trend. Figure 2 presents the Unified Modeling Language (UML)
activity diagram of the Hampel filtering module, highlighting its median-based decision
logic, robust MAD estimation, and deterministic outlier replacement strategy.

p Y
Hampel Filter hampel_filter(series, window=21, n_sigmas=3.0)
P
(1) For each index t, compute median m_t over sliding window (size=window). € params — 4
series (float), window, params

Q p

v B

(2) Compute MAD_t = median(x_i - m_t) within window.
b
: A4
P B
(3) Define threshold: thr_t = n_sigmas * 1.4826 * MAD_t.

o J

\ 4
p

(4) Flag outliers: |x_t - m_t| > thr_t.

v

p
(5) Repair strategy (optional): replace flagged x_t by m_t or interpolation.
\ Y, <> cleaned_series\nflag (bool per
/——/’ sample)
results

J

Figure 2. Hampel filter UML diagram.

IOR filter [12,14,15] is a non-parametric method based on quartile statistics. For each
sliding window, the first and third quartiles, Q; and Q3, are computed:

IQR = Q3 — )
Outliers are identified using Tukey-style bounds [6]:
x; < Q1 —B-IQRor x; > Q3+ B-IQR )

where B controls the aggressiveness of the filter. Detected outliers are replaced by
a robust central estimate (typically the window median), ensuring continuity of the
reconstructed signal.

This approach is particularly effective in the presence of heavy-tailed noise and dense
impulsive anomalies, where variance-based methods tend to fail. Figure 3 presents the UML
activity diagram of the IQR filtering module, illustrating the computation of quartile-based
bounds and the detection of anomalies using non-parametric statistics.
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IQR Filter igr_filter(series, window=21, k=1.5)

(1) For each window: compute Q1, Q3 and IQR=Q3-Q1. € params — ~

series (float), window, params

\ 4

(2) Define bounds: L = Q1 - k*IQR, U = Q3 + k*IQR (k=1.5).

h 4

(3) Flag outliers: x_t< L orx_t> U.

\ 4

(4) Repair strategy: clip to [L, U] or local median/interpolation.

<>
cleaned_series

resuts —— | : i
= ———> repaired_series
flag
(bool per sample)
\\ S

Figure 3. IQR filter UML diagram.

Z-Score filter [12,14,15] assumes approximate normality within each window. The
mean y; and standard deviation o; are computed as

1 «—N 1 «—N
Hi= Nijl Xj, 0 = \/NZ]_l(x] - .ui)z (6)
The standardized score is then defined as
X Wi
=20 )

An observation is flagged as anomalous if

|z >0 (8)

where v is a predefined threshold. Anomalous values are replaced by the local mean or by
an interpolated value, depending on the reconstruction strategy. While computationally
efficient, this method is sensitive to variance inflation and non-Gaussian behavior, making
it less robust under heavy-tailed or highly non-stationary conditions. Figure 4 presents the
UML activity diagram of the Z-Score filtering module, emphasizing its reliance on local
mean and variance estimation and its sensitivity to non-Gaussian behavior.
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Z-Score Filter zscore_filter(series, window=21, zthr=3.0)

(1) Within a sliding window compute mean p_t and std o_t. & params — <1 F

series (float), window, params

A 4

(2) Z-score: z t=(x_t—p t)/o_t.

v

(3) Flag outliers: |z_t| > zzthr (e.g., 3.0).

h 4

(4) Repair strategy: replace flagged x_t by p_t or interpolation. <>

cleaned_series

repaired_series

resuts —— — o flag

(bool per sample)
z (per sample)

Figure 4. Z-Score filter UML diagram.

3.3. Machine Learning-Based Baseline Methods

The study used two traditional statistical filtering methods together with two
lightweight machine learning-based anomaly detection methods (IF and OC-S5VM) which
function as baseline comparison points. The methods were chosen because they are com-
monly used to detect anomalies and they can work without needing any labeled training
data. Models should be included because they will help assess performance when testing
the proposed statistical framework against more flexible data-driven testing conditions.
The ensemble-based anomaly detection method IF uses recursive data space partitioning to
identify abnormal observations. The main concept establishes that an anomaly needs fewer
tree structure splits because it becomes easier to isolate from regular data. The anomaly
score for a data point x is defined as [25]

s(x,n) =2 < )

where

e s(x,n) is the anomaly score of sample x given a dataset of size n;

e  E(h(x)) is the expected path length of x across the ensemble of isolation trees;

e ¢(n)isanormalization factor corresponding to the average path length of unsuccessful
searches in a binary tree, defined as [25]

2(n—1)

c(n)=2H(n—-1)— ”

(10)

with
e  H(n) being the harmonic number, approximated by In(n) + -y;
e v = 0.5772 (Euler—Mascheroni constant).

Shorter path lengths indicate that a point is easier to isolate and therefore more likely to
be anomalous. IF is particularly suitable for high-dimensional or complex data distributions,
although its computational cost is higher than that of simple statistical filters.

OC-SVM is a boundary-based method that learns a decision function describing the
region in feature space where normal data resides. It aims to separate the data from the
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origin with maximum margin in a transformed feature space. The optimization problem is
defined as [26]

(1 2, 1w
min(5 1w+ 0 &) an

Vs

subject to
w-p(xi) = p—Gi,¢i =20 (12)

where

x; represents the input samples;

¢(x;) is a mapping to a higher-dimensional feature space;
w is the normal vector defining the decision boundary;

p is the offset (threshold) of the decision function;

¢; are slack variables allowing soft margin violations;

v € [0,1] is a hyperparameter controlling the trade-off between the fraction of outliers
and the model complexity;
e  nis the number of training samples.

A sample is considered anomalous if it lies outside the learned boundary:

f(x) = sign(w - ¢(x) — p) (13)

OC-SVM is effective for capturing non-linear structures when combined with kernel
functions, such as the Radial Basis Function (RBF). However, it introduces additional
computational overhead and reduced interpretability compared to statistical methods.

Although both methods provide flexible modeling capabilities, they present limitations
in the context of resource-constrained IoT systems:

e Higher computational cost (especially IF);
e Increased memory requirements;
e  Reduced interpretability compared to statistical filters.

Therefore, these models are used strictly as comparative baselines, allowing a bal-
anced evaluation between classical statistical approaches and more flexible machine
learning techniques.

Although machine learning-based methods such as IF and OC-SVM introduce greater
flexibility in handling complex data patterns, their performance is not consistent across
all scenarios. In practice, no single method proved to be universally optimal, with each
approach showing strengths under specific conditions. This observation highlights the
need for a more adaptive strategy, capable of selecting the most appropriate method
depending on the characteristics of the signal. To address this, the following section
introduces a cost-based decision framework, where an agent evaluates multiple criteria
and selects the filtering approach that best balances detection performance and signal
reconstruction quality.

3.4. Agent Cost Function and Filter Evaluation Strategy

To support the automatic selection of the most appropriate statistical filter for each
dataset scenario, an agent-based evaluation mechanism was introduced. Rather than
performing full reinforcement learning, the proposed agent operates as a deterministic
decision-support mechanism that evaluates candidate filters using a multi-criteria statis-
tical cost function. The objective of the agent is to balance three key properties of the
reconstructed time series:

e  Effective suppression of anomalous measurements;
e  Preservation of the underlying signal dynamics;

https://doi.org/10.3390/ electronics15091840


https://doi.org/10.3390/electronics15091840

Electronics 2026, 15, 1840

12 of 35

e And adequate smoothing of noise without distorting the signal structure.

At a conceptual level, this objective can be expressed using the following abstract cost

formulation:
Cost = wy-A+ wy-S + w3-D (14)
where
e A represents anomaly suppression effectiveness;
e S represents signal smoothness;
e D represents deviation from the original signal;
e wj,wp, w3 are weighting coefficients controlling the relative importance of each

component.

This formulation provides an intuitive representation of the optimization objective
guiding the agent. For implementation purposes, these conceptual components are ex-
panded into measurable statistical metrics derived from the filtered signal.

The operational cost function used by the agent is defined as

C(fz) = w1RMSE, + (szout + wsVary + wsAm + WsTspikes (15)
where
e RMSE, is the normalized reconstruction error;
e four is the fraction of detected outliers;
e  Var, is the normalized variance of the reconstructed signal;
e  Am represents the difference between the slopes of the original and filtered signals;
[ )

Tspikes denotes the residual spike rate;

wj are weighing coefficients controlling the contribution of each metric.

The selection of weights for the cost function was based on empirical methods to estab-
lish balance between multiple competing goals which included reconstruction accuracy and
anomaly detection sensitivity and signal stability. The authors assigned more importance
to normalized reconstruction error and outlier detection consistency while they used extra
terms to measure variance preservation and trend deviation. The framework uses fixed
weights because this setup maintains both interpretability and deterministic behavior while
eliminating the requirement for hyperparameter tuning. The design decision complies with
low-power IoT systems which demand both easy computation and exact result replication.

The weighting coefficients satisfy

0<w; <1 (16)

and
5
Y wi=1 (17)

ensuring a normalized and interpretable contribution of each component to the overall cost.
This normalized weighting scheme allows the cost function to be interpreted as a convex
combination of complementary signal quality metrics.

To ensure that the different metrics contribute comparably to the overall cost func-
tion, several components are normalized with respect to the statistical properties of the
original signal.

Normalized reconstruction error is defined as

RMSE

Oorig

RMSE, =

(18)
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where RMSE represents the root mean square error between the original and filtered signals
and 0,i¢ denotes the standard deviation of the original time series.
Normalized variance is computed as

Varclean

Var, =
" Varorig

(19)
where Var joq, and Var,,;, correspond to the variances of the filtered and original signals.
Trend preservation is defined as

Am =] Morig — Mclean | (20)

where 1,,i¢ and 1,y are the slopes obtained through linear regression of the original and
filtered signals.

The agent also evaluates the presence of abrupt residual variations remaining after
filtering. The residual spike rate is defined as

Nspikes

Ve =
spikes Nsamples

(21)

where

®  Ngpikes is the number of detected spikes after filtering;

®  Nimples is the total number of samples in the time series.

A spike is defined as a sudden variation between consecutive samples exceeding a
threshold derived from signal variability:

| xt — x| >0 (22)

where 6 represents a threshold determined from the statistical variability of the signal.

To improve methodological clarity, Table 3 summarizes the statistical metrics used by
the agent to evaluate candidate filters. These metrics jointly capture anomaly suppression
effectiveness, reconstruction fidelity, signal smoothness, and preservation of the original
temporal dynamics. To enable a multi-criteria evaluation of filtering performance, five
statistical metrics were defined to quantify reconstruction accuracy, anomaly detection
behavior, signal smoothness, trend preservation, and residual spike activity.

Table 3. Statistical metrics used in the agent cost function.

Metric Symbol Description Definition Range
Normalized Deviation between - 3
; RMSE, original and filtered \/ NEL (x; g*xf’ea") >0
reconstruction error . RMSE, = ,
signals Torig
Fraction of detected f Proportion of samples  Nowttiors [0,1]
outliers out identified as anomalies Jout = samples /
. . Relati h f
Normalized variance Var, ¢ atl've smoqt ness o Var, = Y& eaen) (Xclgen) >0
filtered signal Var (Xorig)
Difference between
Trend preservation Am slopes of original and Am = \morig — Mgjean| >0
filtered signals
. . Frequency of abrupt Noyi
R dual k t . 1 L e spikes i 1
esidual spike rate Tspikes residual variations Tspijes = Ny [0,1]
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Time-Series Dataset
(timestamp, temp_c)

— >

The slope values m,;; and e, are obtained from a first-order linear regression
fitted to the original and filtered time series, respectively.

For each candidate statistical filter, the agent computes the corresponding cost value
C(fi)- The filter producing the minimum cost is selected as the optimal preprocessing method.

fr= arggleigc (fi) (23)

where f denotes the set of candidate statistical filters.

The complete processing workflow of the proposed framework is illustrated in
Figure 5, which presents the interaction between the IoT temperature time-series input,
the statistical filtering modules, and the agent-based evaluation mechanism. Within this
architecture, the agent evaluates the filtered signals through the proposed statistical cost
function and selects the most suitable filter for each dataset scenario.

Hampel Filter

IQR Filter :
Metrics Calculator
Adaptive Agent
Cost Function J
——>» RMSE, frac_outliers, var_repaired, slope_diff, —% unction J(f) }—» (Select filter with min J)

Z-Score Filter spikes_resid

Supervised Rules Final Filter Selector
Scenario 1-4 mapping Agent decision or supervised override

l

Outputs
= CSV with filters
« Outlier summary TXT
« Excel (agent / supervised)

Figure 5. Agent overview UML diagram.

The agent-assisted filter selection mechanism is illustrated in a high-level UML fashion.
The diagram depicts the parallel processing of the same time-series dataset through the
Hampel, IQR, and Z-Score filters, which is then followed by the calculation of several
performance metrics such as reconstruction error, anomaly rate, variance preservation,
slope deviation, and residual spike rate. Evaluated metrics are incorporated into a com-
posite cost function, which, in turn, is assessed by the adaptive agent who selects the filter
with the minimum overall cost. Moreover, the diagram communicates the combination of
supervised rules for uncomplicated scenarios and the eventual output artifacts, thereby
illustrating that the selection process is driven by metrics, transparent and fully traceable.

The proposed agent should not be understood as a reinforcement learning or ML agent
according to architectural standards. The system functions as a lightweight deterministic
decision-making system which operates within resource-limited IoT applications.

Decision processes use a rule-based system which evaluates candidate filters by apply-
ing specific cost weights that have been established beforehand. The chosen approach has
three specific goals which it needs to achieve because of its implementation requirements.
The first goal requires the system to maintain basic computational processes which can
function on embedded devices and edge nodes. The second goal needs system performance
to show clear results which can be measured through actual signal characteristics. The
system needs to exhibit deterministic behavior which enables both system testing and
validation procedures to work. The decision-making system executes its functions through
an evaluation and selection process which starts when statistical filters assess input signals.
The system measures performance through multiple metrics which it uses to calculate a
composite cost. The filter with the minimum cost is selected as the optimal reconstruc-
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tion method. The research implementation uses a method which applies deterministic
evaluation to Python programming language. Cost function combines normalized metrics
which include root mean square error (RMSE) outlier fraction variance slope difference and
residual spike rate. The filter which has the lowest cost value becomes the best filter choice
for the specific situation being analyzed.

3.5. Scenario-Based Data Generation and Reproducibility

The released data consists of seven scenarios (Tables 4 and 5) designed to reproduce
heterogeneous anomaly patterns commonly observed in long-term IoT temperature moni-
toring. The scenarios represent diverse signal degradation mechanisms, including isolated
spikes and dense impulsive noise as well as gradual drifts, corrupted flat segments, and
complex non-stationary combinations of all of them.

Table 4. Scenario-specific anomaly injection rules and parameter ranges used in the synthetic

benchmark.
Parameter Description Typical Value
Ty Initial baseline temperature 20-22°C
o Sensor noise standard deviation 0.05-0.2°C
As Spike magnitude 2-5°C
Pspike Spike occurrence probability 0.5-2%
Limp Impulsive noise duration 2-5 samples

B Drift coefficient
Lfiat Length of flat corrupted segment

0.001-0.01 °C/sample
20-50 samples

Table 5. Overview of benchmark scenarios and characteristic anomaly patterns.

. Signal Typical . Injection
Scenario Characteristics Anomaly Type Magnitude Duration Frequency
Scenario 1 (S1): Stable basehn'e . +3-6 °C Rare (=1-2% of
. temperature with Isolated spikes L 1-2 samples
Stable Spikes . deviation samples)
small natural noise
Stable signal with
Scenario 2 (S2): frequent Dense impulsive +2-5°C 1 sample Frequent
Impulsive Noise abrupt noise deviation P (~=5-10%)
disturbances
. . . Long segments
Scenario 3 (S3): Slowly increasing . Gradual .
Gradual Drift baseline Drift anomaly +3-8 °C shift (50-150 Continuous
samples)
Scenario 4 (54): e
Flat Corrupted Artificially constant Sensor. Constant value  40-120 samples Occasional
temperature freeze/flat signal
Segments
Scenario 5 (S5): . . .
Mixed Non—s..tatlonary Spikes, drift and 13.80°C Variable Mixed
. signal flat segments
Anomalies
Scenario 6 (S6): Periodic Periodic
. N environmental anomalies and +2-6°C Short bursts Irregular
Cyclic Variations .
pattern spikes
Scenario 7 (57):
Heavy-Tailed = High variance signal =~ Extreme events +5-10°C 1-3 samples Rare extreme
Noise

The first four scenarios were designed so that each of the degradation mechanisms can

individually be addressed. This allows filter behavior to be evaluated under simplified yet
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realistic conditions, revealing the intrinsic response of each statistical method without the
disturbance of multiple anomaly sources. On the other hand, scenarios 5, 6, and 7 represent
real operational environments where signal conditions change over time, as they progres-
sively combine and vary the types and levels of disturbances applied.

Detailed presentations and visual descriptions of the seven scenarios are given in
Section 4, where the scenarios are looked at both structurally and functionally. The distinc-
tion made between scenario generation and dataset characterization can be regarded as a
source of conceptual clarity while at the same time allowing a smooth flow of the narrative
between the methodological and experimental parts of the manuscript.

The data generation and processing steps are implemented in Python 3.11 version [11]
using a modular software architecture that separates filtering logic, evaluation metrics, and
visualization components. This design ensures uniform processing across all scenarios. The
complete pipeline, datasets, figures, and summary artifacts are publicly released through
an open access repository [10], enabling full reproducibility, independent verification,
and reuse. This study focuses on statistical anomaly detection methods due to their
interpretability and low computational cost.

4. Dataset Characterization and Experimental Design

The dataset is thoroughly characterized in this part according to the scenario-based
organization which was introduced at the stage of data generation. Each scenario is depicted
by the corresponding dataset figures, with particular attention being paid to the signal
characteristics and anomaly patterns. UML-based pipeline documentation is provided as
supporting material to ensure the transparency and reproducibility of the experimental
design [10]. Figure 6 shows the algorithmic flow of the proposed agent-assisted anomaly
detection pipeline.

loT Temperature
Time Series

Pre-processing
(Cleaning, normalization, missing
data handling)

l

Apply Detection Methods:
-Hampel/lIQR/Z-score
-IFIOC-SVM

l

Compute Metrics per Method
- RMSE/Outlier Fraction
- Variance/Trend Deviation
- Residual Spikes

Agent Decision Layer
(Cost Function)

Qutputs:
-Cleaned signal
O

utputs -Anamaly flags
\_// -Performance metrics

Figure 6. Algorithmic flow of the proposed agent-assisted anomaly detection pipeline, illustrating

the sequential processing from raw IoT temperature data to final anomaly detection and signal
reconstruction through multi-method evaluation and cost-based decision selection.
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4.1. Dataset Overview and Scenario Design

Each anomaly scenario was designed to reflect real-world IoT conditions: impulsive
noise corresponds to sensor interference or transmission errors; drift represents calibration
degradation over time; flat corrupted segments model sensor freezing or communication
loss; and multi-node correlated anomalies reflect distributed failures in networked sensing
systems. This mapping enhances the practical applicability of the proposed dataset.

The observed temperature signal x(t) is generated as the sum of three components:

x(t) = s(t) +n(t) +a(t) (24)

where

e  5(t) represents the baseline environmental temperature signal;
e  n(t) represents measurement noise produced by the sensor;
e  a(t) represents injected anomalies simulating sensor faults or disturbances.

The baseline temperature signal s(t) is modeled as a slowly varying process:
s(t) = To + at +€(t) (25)

where

e Tjis the initial temperature level;
e  urepresents a small drift coefficient;
e  ¢(t) is low-amplitude Gaussian noise representing natural environmental fluctuations.

The measurement noise component 7 (t) is modeled as
n(t) ~ N (0, 02) (26)

where ¢ controls the magnitude of sensor noise.

In addition to the synthetic benchmark, a real-world IoT environmental sensing dataset
was incorporated to assess the practical applicability of the proposed framework. The
real dataset contains temperature measurements collected from multiple sensor nodes
under realistic operating conditions, including natural environmental variability, sensor
noise, and irregular local disturbances. Since manually verified anomaly labels were not
available, a weak labeling strategy was adopted using robust deviations in temperature and
temporal variation, complemented by contextual environmental variables when available.
This real-data extension does not replace the controlled synthetic benchmark but provides
an additional layer of validation under more realistic deployment conditions.

Anomaly components a(t) are injected according to predefined scenario-specific rules
that control anomaly magnitude, duration, and occurrence frequency.

The anomaly injection mechanism uses a controlled stochastic process to achieve
identical experimental results in all its test runs. The system defines each anomaly type
through parameters that determine its intensity and length of time and its likelihood of
happening. For spike anomalies, disturbances are generated as

As ift € Topik
2 (F) = pike 27
aSp’kE( ) { 0 otherwise 27)

where A represents the spike magnitude and 7;pikg denotes randomly selected timestamps.
Impulsive noise is modeled as short bursts of high-amplitude deviations applied over
small time windows. Gradual drift anomalies are generated as

aarift(t) = Bt (28)
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where j represents a small drift rate simulating sensor calibration degradation.
Flat corrupted segments are generated by forcing the signal to remain constant during
predefined time intervals:
x(t)=c (29)

where c is a constant value representing a frozen sensor output.

Finally, mixed anomalies combine multiple disturbance mechanisms simultaneously
to emulate realistic long-term IoT deployments. Table 4 summarizes the parameters used
for synthetic anomaly injections in the dataset generated.

Baseline temperature signal is modeled as a slowly varying stochastic process with
additive Gaussian noise, while anomalies are injected using parameterized perturbations
controlling amplitude, duration, and frequency. The parameter values used in the ex-
periments were selected according to common practices reported in the robust statistics
literature and validated empirically through preliminary tests.

To ensure experimental reproducibility and transparency, the main characteristics
of the generated dataset and the anomaly injection parameters used in each scenario are
summarized in Table 5.

4.2. Scenario 1 (S1): Stable Signal with Sparse Spikes

In S1 (Figure 7), an ideal operating condition is depicted wherein the temperature
signal is mostly constant except for a few single short spikes. These irregularities mimic
rare sensor malfunctions or minor disruptions that are typically noticed in the case of
long-term IoT deployments.

40

25

20

Temperature [2C]

15

10

0 100 200 300 400 500 600 700 800 900 1000

Time [minutes)

Figure 7. S1: Stable spikes.

Under these conditions, the outliers are detected solely based on their high volatil-
ity characteristic, as exhibited in Figure 7. This scenario serves as a baseline case for
evaluating statistical filters under minimal interaction between anomalies and long-term
signal behavior.

4.3. Scenario 2 (52): Dense Impulsive Noise

S2 brings in a much higher density of impulsive anomalies all over the time series. In
this instance, outliers come up a lot and could even form groups over time, which would
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make it harder to tell the difference between the samples with anomalies and the ones with
legitimate variations.

Figure 8 illustrates that the signal is mostly composed of several impulsive deviations
that happen repeatedly, which makes it more likely that there will be over-correction
and excessive smoothing. This scenario assesses how filtering techniques handle dense
impulsive disturbances without distorting the underlying signal structure.

40
35

30

N
[}

Temperature [2C]
o
o

-
7]
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0 100 200 300 400 500 600 700 800 900 1000
Time [minutes]

Figure 8. S2: Impulsive noise.

4.4. Scenario 3 (53): Gradual Drift

S3 portrays a slow and steady increase in temperature over time, an illustration of
sensor aging, calibration shifts, or gradual changes in the environment. Point-wise criteria-
based detection is inapplicable for this scenario because it is very hard to detect the daily
accumulation of deviations, which are nonetheless treated as anomalies.

In the illustration, the signal’s baseline has been deviating slowly but steadily, as
shown in Figure 9. This scenario evaluates the ability of anomaly detection methods to
preserve long-term trends while suppressing localized deviations.
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Figure 9. S3: Periodic drift.
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4.5. Scenario 4 (54): Corrupted Flat Segments

S4 portrays the occurrence of corrupted flat segments where the temperature signal
remains artificially constant for a long time. Such cases can be caused by sensor freezing,
communication breakdowns, or data acquisition errors.

In Figure 10, the prolonged plateaus are clearly visible, and they do not conform
to the realistic temperature dynamics. The present scenario examines the capability

of statistical filters to recognize structural anomalies which are not amenable to simple
threshold-based methods.

30
25

20

Temperature [2C]
=
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10

0 100 200 300 400 500 600 700 800 900 1000
Time [minutes)

Figure 10. S4: Flat corrupted.

4.6. Scenario 5 (55): Mixed Anomalies with Non-Stationary Behavior

S5 unites several anomaly types in the setting of a non-stationary signal. Impulsive
noise, gradual drift, and intermittent flat segments together characterize a very realistic long-
term deployment where the signal’s statistical properties change continuously over time.

The overlap of the different disturbance mechanisms is shown in Figure 11, which
makes it quite difficult to interpret the data in isolation. This scenario examines filter
performance under non-stationary conditions with overlapping anomaly mechanisms.
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Figure 11. S5: Complex mixed noise.
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4.7. Scenario 6 (S6): Cyclic Variations with Embedded Anomalies

Cyclic temperature variations, like diurnal or periodic environmental effects, along
with superimposed anomalies are presented in S6. The main difficulty presented in this
scenario is to recognize the true periodic behavior from the anomalous deviations.

As depicted in Figure 12, the basic cyclic pattern needs to be kept during the removal of
irregular disturbances. This scenario focuses on preserving cyclic patterns while mitigating
superimposed anomalous deviations.
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Figure 12. S6: Complex plus.

4.8. Scenario 7 (S7): Heavy-Tuiled Noise and Extreme Events

S7 is the hardest condition to operate under as it has heavy-tailed noise distributions
and extreme temperature excursions. It is the same as having very harsh environments or
very bad sensors producing rare but extreme deviations.

Significant variance inflation and extreme outliers severely affecting mean and vari-
ance estimators are illustrated in Figure 13. This scenario is a trial for the statistical filters’
robustness and the agent-assisted selection mechanism’s effectiveness.

200 400 600 800 1000 1200 1400 1600 1800
Time [minutes)

Figure 13. S7: Heavy-tail drift.
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The complete data generation and evaluation pipeline was implemented in Python [11]
and is publicly available in the accompanying source code repository [10]. The filter
evaluation scripts together with the agent-assisted selection scripts execute the dataset
processing pipeline and filter selection process which uses cost-based methods.

4.9. Field-like Scenario (SF)

The synthetic benchmark scenarios (S1-57) received additional support from the field-
like scenario (SF) which used actual IoT temperature data as its foundation. The test uses
multiple realistic conditions which include environmental disturbances and data loss and
partially identified unusual events to assess how well the proposed pipeline works in actual
situations. The dataset was obtained from the public repository [31].

The dataset consists of environmental sensing data which scientists collected at
multiple locations throughout extended time periods with measurements taken every
five minutes.

The study analyzed eight different sensor locations which each represented a unique
environmental situation. The SF scenario contains unidentified abnormalities which re-
searchers track through statistical analysis and predefined thresholds based on domain
knowledge. The SF scenario introduces the following challenges:

Non-stationary temperature behavior;
Real measurement noise;
Irregular anomaly patterns;

Sensor drift and environmental variability.
The scenario provides the conditions required to assess the following:

e  Detection consistency across methods;
e  Reconstruction stability;
e  Generalization capability of the agent-based selection.

Real IoT temperature data shows its field-like scenario through Figure 14. The upper
plot presents the complete time series, where it is possible to observe long-term variability,
seasonal-like behavior, and the presence of measurement noise typical of real sensing
environments. The signal from the synthetic scenarios shows non-stationary behavior
because its signal pattern contains multiple unpredictable elements. The lower plot displays
a representative temporal segment through which viewers can study local dynamics in
closer detail. The interval shows three types of temperature changes which include short-
term variations and sudden temperature shifts and single temperature spikes that probably
result from temporary anomalies and environmental interruptions and sensor problems
such as drift or noise bursts. Figure 14 demonstrates how real-world data becomes more
complex because its anomalies lack clear definitions and labels which makes adaptive
detection systems essential for handling weakly supervised data with different signal types.
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Figure 14. Field-like scenario (SF): Real IoT temperature time series (top) and zoomed segment
highlighting local variability and anomaly behavior (bottom).

5. Results

Experimental tests of the proposed anomaly detection system validate its three es-
sential testing areas. The first dimension of testing the measures detection performance
through three metrics includes precision, recall, and Fl-score. The second dimension of
testing the measures system performance through two metrics includes execution time
and memory usage. The third dimension of testing the evaluated system performance
through multiple scenarios includes testing with actual data from the field. The evaluation
combines the following;:

e A controlled synthetic dataset with seven anomaly scenarios;
e Areal-world IoT dataset with weak or missing labels.

The structure of the results ensures their direct application to support the discussion
and conclusions that Section 6 presents.

The main configuration parameters used in the anomaly detection pipeline are sum-
marized in Table 6. According to these values the statistical filters will operate, and the
decision agent will use cost function composite weights to make decisions. The same
parameter settings were applied across all scenarios to ensure consistent and reproducible
experimental evaluation.

The SF dataset represents a real-world IoT deployment consisting of eight sensor
locations, with temperature measurements acquired every 5 min. Table 7 presents a
summary of the dataset which includes both sample counts and the characteristics of
anomalies, while Section 4 contains detailed statistics for each location.
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Table 6. Parameter settings are used for statistical filters and cost function agents.
Parameter Value Justification Reference
Hampel window size 21 Provides a ba?ance between }ocal sensitivity ar}d noise [13,19]
robustness in slowly varying temperature signals
Hampel threshold 3 Standard choice fF)r outlier detection using MAD, [13,14]
equivalent to ~30 rule
o Tukey’s rule for detecting moderate outliers in
IQR multiplier L5 non-parametric distributions [6]
7 Score threshold 3 Common threshold for Ggussmn—based anomaly [12]
detection
w1 04 Normalized reconstruction error This work
W 0.3 Outlier fraction This work
w3 0.15 Signal variance preservation This work
Wy 0.1 Trend deviation This work
W5 0.05 Residual spike penalty This work
Table 7. Summary of synthetic and real-world datasets used in the evaluation.
Scenario Type Samples Anomaly Description
yp P Rate (%) P
S1 Synthetic 10,000 1.0 Stable signal with sparse spikes
S2 Synthetic 10,000 5.0 Dense impulsive noise
S3 Synthetic 10,000 3.0 Drift with embedded anomalies
S4 Synthetic 10,000 4.0 Flat segments with spikes
S5 Synthetic 10,000 6.0 Mixed anomalies and regime switching
S6 Synthetic 10,000 3.5 Cyclic signal with anomalies
S7 Synthetic 10,000 7.0 Heavy-tailed noise and extreme events
SF Real (8 sensors) ~200,000+ ~0.8-1.0 Real-world IoT dataset (8 locations)
5.1. Aggregated Detection Performance

Table 8 provides the primary quantitative reference which establishes method compar-

ison results for all datasets. The results show the following;:

IF achieves the highest overall Fl-score (0.304), which demonstrates its ability to
handle various types of abnormal behavior.

Hampel filtering delivers competitive results through its F1-score of 0.303 while using
less computational power, which makes it an efficient lightweight solution.

The IQR method and OC-SVM demonstrate moderate success because they achieve
only slight improvements beyond what statistical methods accomplish.

Z-Score achieves the highest precision (0.734) and lowest false positive rate, but at the
expense of recall, resulting in a lower Fl-score.

Table 8. Mean quantitative performance across all datasets.

. Peak
Method Precision Recall F1-Score FPR Accuracy RMSE MAE Runtime Memory
(ms)
(kB)
Hampel 0.413 0.362 0.303 0.020 0.903 0.424 0.218 3.481 92.260
IQR 0.390 0.277 0.249 0.009 0.906 0.446 0.225 3.110 95.410
IF 0.482 0.317 0.304 0.017 0.905 0.451 0.220 1007.105 821.393
OC-SsVM 0.431 0.288 0.265 0.019 0.902 0.464 0.222 5.167 78.449
Z-Score 0.734 0.207 0.230 0.000 0.911 0.473 0.229 3.201 83.268

From a computational perspective,
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Edge IoT deployment requires statistical methods which operate at milliseconds speed
according to the test results;

IF requires roughly 1000 milliseconds to run while it consumes more memory than
other methods, which creates a considerable performance versus operational effective-
ness problem.

Corresponding trends are illustrated in Figures 15-17, which provide a visual compar-

ison of F1-score, precision, and recall. However, the interpretation is primarily supported
by Table 7, avoiding redundancy.
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Figure 15. Mean Fl-score by method.
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Figure 16. Mean precision by method.
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Figure 17. Mean recall by method.
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5.2. Scenario-Based Detection Analysis

A scenario-wise comparison is presented in Table 9, which provides a compact and
comprehensive view of performance variability across anomaly types.

Table 9. Scenario-wise comparative summary.

Scenario Hampel IOR Z-Score IF OC-SVM
S1 0.326 0.609 0.933 0.378 0.368
52 0.551 0.254 0.000 0.651 0.651
S3 0.062 0.024 0.018 0.106 0.106
54 0.034 0.037 0.040 0.034 0.034
S5 0.058 0.036 0.031 0.108 0.120
56 0.236 0.024 0.000 0.362 0.210
57 0.867 0.909 0.712 0.500 0.353
SF 0.230 0.038 0.040 0.142 0.142

The results demonstrate that detection performance is strongly dependent on scenario
characteristics:

o The Z-Score method achieves its best results in S1 (stable spikes) because it can
effectively identify outlier data points.

e  Statistical methods do not match the performance of IF and OC-SVM because these
two methods can effectively analyze non-linear data distributions.

e  Methods show worse results in S3 (periodic drift) because they need to handle the
challenge of detecting slow-moving anomalies.

e Methods in 54 (flat corrupted) reach their lowest Fl-score results because they can
only detect a small number of anomalies.

e  The mixed complex conditions in S5 to S6 demonstrate that machine learning tech-
niques enhance system endurance.

e IOR method delivers optimal results in S7 (multiple locations/structured variability)
with an F1-score of 0.909.

e  Hampel method shows optimal stability performance in SF (field-like scenario).

Table 8 presents the best method for each scenario based on their F1-score and RMSE
performance according to the formalized observations. The results confirm the following;:

e  No method consistently dominates across all scenarios;
e  Optimal performance is inherently scenario-dependent;
e  Static filter selection is suboptimal in heterogeneous environments.

5.3. Reconstruction Quality Evaluation

Quality assessment uses both quantitative metrics that include the RMSE and MAE
measurements in Table 8 and qualitative assessment methods. Table 10 presents a sys-
tematic evaluation that shows all strengths and weaknesses of the comparison. Hampel
provides strong performance through its ability to handle sparse data and mixed anomaly
situations. IQR effectively handles impulsive noise but becomes unstable when there
are drift conditions. Z-Score focuses on accuracy which leads to it missing distributed
anomalies. The strong detection abilities of IF require substantial computational resources
to operate. OC-SVM provides effective performance, but its improved interpretability
remains restricted.
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Table 10. Comparative qualitative summary of strengths and limitations.

Method Main Strength Main Limitation Best-Suited Scenarios
Strong balance Slightly lower Sparse spikes, mixed
between recall, robustness, .. .
. . precision compared to anomaly scenarios, and
Hampel and computational efficiency . . . )
. .- Z-Score in low-noise field-like IoT
while remaining fully o .
. conditions signals
interpretable
Simple and fast method with Less stable under Impulsive noise and
good performance for . X
IOR . non-stationary signals and moderate anomaly
well-defined . s
. . . gradual drift patterns conditions
impulsive outliers
. . Low recall
Achieves the highest ow reca due to. . .
.. . conservative behavior, Scenarios where minimizing
Z-Score precision with very low false - - o
I, missing subtle or distributed false alarms is critical
positive rate .
anomalies
ron, rall F1-score an . . . .
Strong overa score a d High computational cost and Complex scenarios with
good performance in . )
IF . memory usage compared to overlapping anomalies or
complex or non-linear data . .
o statistical methods dense noise
distributions
Lightweight machine 11;11:1}12?(111 nlf;f% Iﬁfa]i?;y :ir;i Intermediate anomaly
OC-sVM learning baseline with snatp e 8 scenarios and benchmarking
compared to statistical
balanced performance purposes
approaches

The reconstructed results show that through Figures 18-20, different statistical ap-
proaches maintain the signal structure which shows that different levels of sensitivity to ML
approaches create smooth corrections which reduce the ability to understand their impact.
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Figure 18. Reconstruction comparison for S1.
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Figure 19. Reconstruction comparison for S3.
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Figure 20. Reconstruction comparison for S5.

5.4. Computational Performance

The primary source of computational efficiency emerges from Table 7, which is asso-
ciated with the additional evidence found in Figures 21 and 22. The results demonstrate
that statistical methods which include Hampel IQR and Z-Score maintain a consistent low
resource requirement. The agent-assisted mechanism introduces minimal extra costs for
its operation. The IF method requires much more processing power and system memory
compared to other methods. The system demonstrates a fundamental trade-off between its
ability to detect threats and the system resources it requires for operation, which becomes
essential in IoT edge deployment situations.
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Figure 22. Mean peak memory by method.

5.5. Discussion and Practical Insights

The experimental results demonstrate that no single anomaly detection method consis-
tently outperforms the others across all evaluated scenarios. As observed in Tables 7 and 8,
each method exhibits strengths and limitations depending on the underlying anomaly
characteristics, signal dynamics, and noise conditions. This reinforces the fundamental
challenge in IoT anomaly detection: the variability of real-world data prevents the existence
of a universally optimal static method.

To provide a clearer and more actionable interpretation of these results, Table 10
summarizes the best-performing method for each scenario, considering Fl-score as the
primary metric and RMSE as a secondary indicator of reconstruction quality. The results
highlight a strong dependency between anomaly type and method suitability. For instance,
Z-Score achieves optimal performance in scenarios with well-defined statistical deviations
(S1 and 54), while IF performs better in more complex and less structured anomaly patterns
(52, S3, and S6). In contrast, IQR demonstrates superior performance in highly correlated
anomaly conditions (S7), and Hampel remains a robust baseline for field-like scenarios (SF),
where noise and variability are less predictable.

This variability confirms that method selection cannot rely solely on global perfor-
mance averages. Instead, it must consider scenario-specific characteristics, which justifies
the introduction of adaptive or agent-assisted decision mechanisms. The results presented
in Table 11 therefore provide strong empirical support for the proposed framework, where
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method selection is dynamically guided by multiple performance indicators rather than
predefined assumptions.

Table 11. Scenario-wise selection of the best-performing method based on Fl-score (primary metric)
and RMSE (secondary metric).

Scenario Mzteli:) d Precision Recall F1-Score RMSE
S1 Z-Score 0.875 1.000 0.933 0.007
S2 IF 0.900 0.509 0.651 0.466
S3 IF 0.633 0.058 0.106 1.073
S4 Z-Score 1.000 0.020 0.040 0.064
S5 OC-SsVM 0.724 0.065 0.120 0.824
S6 IF 0.633 0.253 0.362 0.342
S7 IOR 0.897 0.921 0.909 0.017
SF Hampel 0.596 0.143 0.230 0.572

Transition from synthetic to real-world data further reinforces these observations. The
real-world dataset [31], illustrated in Figure 23 and further analyzed in Figure 24, consists of
environmental sensor measurements collected at multiple urban locations under practical
operating conditions. Figures 23 and 24 show the actual sensor data from the real-world
monitoring system installed at board 509 of the Docklands Library. The dataset includes
eight separate monitoring sites which are listed in Table 11 but only one site is shown
because the demonstration needs to display regular operating patterns instead of showing
all monitoring data. As summarized in Table 12, the dataset includes eight independent
sensor nodes, each with distinct statistical properties and low anomaly rates (typically
below 1%). This reflects realistic IoT deployments, where anomalies are rare and often
subtle, making detection inherently challenging.
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Figure 23. Detection comparison on a representative real-world IoT temperature series (board 509,
Docklands Library [31]). Anomalies identified by statistical and machine learning methods are
overlaid on the observed signal.
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Figure 24. Reconstruction comparison for the real-world dataset (board 509). The cleaned signals
obtained by different methods are compared with the observed time series.

Table 12. Real-world dataset summary and weak-label characteristics [31].

Weak Weak Mean

Location  Samples D(l:)r:tl;;n Anoma-  Anomaly Temp Stc}o"lé:)m P
y lies Rate (%)  (°C)
509 19,119 66.39 178 0.93 18.18 5.52
510 12,038 41.79 121 1.00 18.09 6.06
506 6626 23.01 64 0.97 16.88 5.38
511 4598 15.96 38 0.83 19.51 5.22
507 2918 10.13 25 0.86 19.73 4.84
505 2915 10.12 27 0.93 20.42 4.37
501 2903 10.07 26 0.90 19.86 5.26
508 2728 9.47 22 0.81 19.91 4.43
509 19,119 66.39 178 0.93 18.18 5.52

Since ground-truth annotations are not available, weak anomaly labels were generated
using a statistical baseline approach based on Z-Score thresholding (1z| > 3). Although
approximate, this labeling strategy provides a consistent reference for comparative eval-
uation. The results indicate that methods with high precision, such as Z-Score, tend to
minimize false positives but may fail to detect subtle anomalies, whereas more flexible
methods such as Isolation Forest or Hampel can better capture irregular patterns at the cost
of increased variability.

Importantly, the behavior observed in the real-world dataset aligns with the trends
identified in synthetic scenarios. No method dominates across all locations, and perfor-
mance remains dependent on local signal characteristics, including variance, noise level,
and temporal dynamics. This consistency between controlled and field-like conditions
strengthens the validity of the experimental framework and supports its applicability to
real IoT deployments.

Overall, these findings highlight the limitations of static anomaly detection approaches
and emphasize the need for adaptive strategies. The proposed agent-assisted framework
addresses this challenge by enabling context-aware method selection based on multiple
criteria, including detection accuracy, reconstruction quality, and computational cost. This
approach provides a practical balance between interpretability, performance, and efficiency,
making it particularly suitable for resource-constrained IoT systems.
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5.6. Synthesis of Results

Detection performance exhibits strong dependency on specific scenarios according
to Table 8 which shows that different anomaly patterns need different methods for their
detection. Table 10 demonstrates that no detection method achieves matching performance
results across all tested scenarios.

Classical statistical methods maintain their competitive status because they offer
researchers three essential advantages which include low computational requirements
and stable performance and easy-to-understand results. ML techniques, IF and OC-SVM
achieve better results when dealing with advanced situations which involve non-linear
patterns because these methods require higher processing power and memory capacity.
The framework achieves its objectives of detecting performance and reconstruction quality
and computational efficiency by using its multi-criteria evaluation process together with its
agent-assisted selection method. The system uses its adaptive feature to choose between
different methods based on the input signal characteristics.

The real-world data validation process uses multiple sensor locations to verify Table 11
which proves that the proposed method operates successfully under real-world conditions.
The evaluation process uses weak labeling as a baseline which demonstrates consistent
results that match synthetic scenarios despite the absence of ground-truth labels.

The outcome demonstrates that the proposed framework maintains both stability and
adaptability, which serves as a basis to support the discussion in Section 6.

6. Dataset Insights, Limitations, and Potential Extensions

This section presents main points which include the main findings from the dataset
and the identification of its limitations and the description of future research possibilities
which the proposed framework will enable.

6.1. Insights from Comparative Filter Behavior

Filter performance in various scenarios shows that its results depend on the specific
anomaly structure which exists in the tested environment. Median and quantile filters show
greater resistance against disruptive and extreme tail disturbances while the variance-based
techniques show higher susceptibility to both non-stationary conditions and increasing
variance patterns. The study found that different evaluation metrics lead to different
performance rankings of the assessed items. Filters which aim to minimize reconstruction
error create distorted trend patterns and periodic movement which the researchers observed
in 53 and S6. The study proves that one metric evaluation fails to meet the requirements of
IoT anomaly detection and it shows the need for multiple criteria decision-making systems.

6.2. Interpretability and Metric-Driven Decision Making

The proposed agent does not use concealed learning techniques which enable it to
choose filters through direct assessment of signal quality. The cost function combines
reconstruction error, anomaly rate, variance preservation, slope deviation, and residual
spikes. The current system provides a decision-making framework that supports both
transparent and traceable processes which prove essential for IoT systems that require
long-term operational transparency and ability to conduct audits.

6.3. Limitations

The dataset contains synthetic elements which simulate realistic movements according
to its intended purpose. Real-world implementation of the system will face obstacles
because it will deal with incomplete information and nonstandard data collection methods
and transmission errors. The study investigates temperature signals which exist in one

https:/ /doi.org/10.3390/ electronics15091840


https://doi.org/10.3390/electronics15091840

Electronics 2026, 15, 1840

33 of 35

dimension while it lacks the ability to detect temperature signals from multiple sensors. The
analysis of dynamic signals needs different window sizes because fixed window sizes do
not provide suitable results. The framework creates two different obstacles which include
its cost function design that requires fixed weight use and its statistical filters which face
difficulties when handling complex non-linear patterns. These aspects define the scope
of applicability.

6.4. Extensions

The dataset provides researchers with resources to conduct research about adaptive
filtering methods and the process of parameter tuning and the development of hybrid
statistical and learning-based approaches [32]. The system enables scientists to test different
reinforcement learning techniques while using lightweight models which allow deployment
in edge environments that require limited computational power. The proposed framework
exists as the main foundation for its development through interpretable statistical filters, but
the experimental results show that machine learning methods including IF and OC-SVM
deliver comparable results with their advanced anomaly detection capabilities in 52, S3,
S5, and S6. The results indicate that these methods can function as additional elements in
the decision-making process which creates a hybrid system that combines understandable
outputs with efficient processing and effective detection abilities. The integration of these
systems creates a valuable research path for upcoming studies which focus on detecting
non-stationary or highly irregular anomalies.

6.5. Evaluation of Field-like Scenario (SF)

The field-like scenario evaluates the pipeline performance during its operation in
actual IoT environments. The assessment uses three evaluation methods because complete
label data is not available for testing purposes. The results demonstrate that statistical
techniques maintain their robustness and stability. Learning-based methods, IF and OC-
SVM produce increased false positive rates when they operate in environments with
excessive noise. The results show that lightweight interpretable methods work effectively
in practical IoT deployments.

7. Conclusions and Future Work

The authors developed a framework which allows users to detect anomalies and
restore signals from IoT temperature time-series data using an easily understandable
and repeatable method. The system uses three traditional statistical filters, which are
Hampel, IQR and Z-Score, to create a decision-making system that determines the best
filtering method based on the signal attributes. The system enables adaptive function-
ing because it avoids utilizing models which create hidden processes and require high
computational resources.

Seven synthetic scenarios, S1 to S7, produced results which demonstrate that filter
performance depends on the different ways for creating anomalies. Median- and quantile-
based methods show greater resistance against impulsive disturbances while variance-
based methods experience performance loss when faced with non-stationary conditions.
The decision mechanism uses multiple signal integrity criteria to choose between different
methods because this approach produces better results across various situations.

The dataset introduced in this work also plays an important role, because it contains
reconstructed signals and metric-based evaluations which enable systematic comparison of
different approaches because it includes anomaly labels. The study creates reproducibility
through its research methods which establish a standard for future IoT data quality research.
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The authors used a field-like scenario as their experimental setup to connect laboratory
experiments with actual environmental conditions. The results demonstrate that the pro-
posed pipeline maintains its operational stability and system transparency when processed
through actual sensor data. A combination of lightweight statistical methods with a basic
decision system provides an effective solution which achieves performance results while
maintaining system transparency and keeping operational expenses low. The research
framework develops transparent statistical filters which scientists can interpret. The testing
results show that the machine learning techniques Isolation Forest and One-Class SVM can
function as additional parts of the system. The complex anomaly scenarios of S2, S3, S5,
and S6 demonstrate this capability.

The authors plan to expand their validation process by testing larger datasets from
actual field conditions and by studying deployment challenges which include sensor drift,
calibration problems and communication failures. Also, the authors will investigate hybrid
methods which combine statistical techniques with learning-based systems to enhance
adaptability in complex environments.
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